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6.     MEDICAL RECORDS

[bookmark: _Toc297110724]6.1 	Privacy and Security of Personal Health Information
This Centre is bound by the Federal Privacy Act 1998 and  Information Privacy Act 2009 (Qld)  which include the nine National Privacy Principles and provisions regarding contracted service providers and the transfer of personal information.

 Personal health information includes medical details, family information, name, address, employment and other demographic data, past medical and social history, current health issues and future medical care, Medicare number, accounts details and any health information such as a medical or personal opinion about a person’s health, disability or health status. It includes the formal medical record whether written or electronic and information held or recorded on any other medium e.g. letter, fax, or electronically or information conveyed verbally.  

For each client we have an individual client health record (paper, electronic or a combination of both), containing all clinical information relating to that client. Our client health records can be accessed by an appropriate team member when required. We also ensure information held about the client in different records (e.g. at a residential aged care facility) is available when required. 
Any information given to unauthorised personnel will result in disciplinary action and possible dismissal.
Security is maintained for paper based medical files at all times.  Paper based medical records are stored in the filing system behind the reception area and the Manager’s office..  

Personal health information should be kept where staff supervision is easily provided and kept out of view and access by the public e.g. not left exposed on the reception desk, in waiting room or other public areas; or left unattended in consulting or treatment rooms. 

Computer security requires a sound back up system and a contingency plan to protect the Centre from loss of data. 

Care should be taken that the general public cannot see or access computer screens that display information about other individuals. To minimise this risk automated screen savers should be engaged.

Members of the Centre team have different levels of access to client health information. To protect the security of health information, GPs and other staff do not give their computer passwords to others in the team. 

Correspondence
Electronic information is transmitted over the public network in an encrypted format using secure messaging software. Where medical information is sent by post the use of secure postage or a courier service is determined on a case by case basis. All electronic correspondence should follow naming protocols that clearly indicate the purpose of the correspondence.

All correspondence and business documents must contain the Centre’s image, phone number, address and email contacts. All letters and referrals are to be signed and dated by the appropriate person. 

Attention is to be given to appropriate language, spelling, grammar and punctuation. All documents for publishing such as brochures, notices, minutes of meetings, are to be checked by the Manager prior to printing. Use of images must be approved and Copyright legislation complied with.

 Footers on all correspondence and other documents should indicate:
· date and time
· author, file name, document title and file path
· name of person granting approval if required
· page numbers if the document is longer than one page.


Emails
Emails are sent via various nodes and are at risk of being intercepted. Client information may only be sent via email if it is securely encrypted according to industry and best practice standards.  Email protocols require all emails to contain subject headings, date and time as well as the name of the sender and the recipient. Electronic signatures may be used. Messages should be written using acceptable language, grammar, spelling and punctuation.


[bookmark: _Toc297110725]6.2	Computer Information Security 
Our Centre  has systems in place to protect the privacy, security, quality and integrity of the data held electronically.  Doctors and staff are trained in computer use and our security policies and procedures and updated when changes occur.

All staff have access to a computer to document clinical care. For medico legal reasons, and to provide evidence of items billed in the event of a Medicare audit, staff, especially nurses always log in under their own passwords to document care activities they have undertaken. 

Our computers comply with the following security checklist- 
· computers are only accessible via individual password access to those who have appropriate levels of authorisation. 
· computers have screensavers or other automated privacy protection devices 
· servers are backed up and checked at frequent intervals 
· back up information is stored in a secure off-site environment. 
· computers are protected by antivirus software that is installed and updated regularly 
· computers connected to the internet are protected by appropriate hardware/software firewalls. 

We have  the following information to support the computer security policy:
· current asset register documenting hardware and software including software licence keys
· logbooks/print-outs of maintenance, backup including test restoration, faults, virus scans
· folder with warranties, invoices/receipts, maintenance agreements
This Centre has a sound backup system and a contingency plan to protect information. This plan is tested on a regular basis to ensure backup protocols work properly and that we can continue to operate in the event of a computer failure or power outage.
[bookmark: _Toc297110727]6.3 	Third-party Requests for Access to Medical records/health information 
Requests for third-party access to medical records should be initiated by either receipt of correspondence from a solicitor or government agency or by the client completing a Client Request for Personal Health Information Form. Where a client request form or signed authorisation is not obtained the Centre  is not legally obliged to release information. Written requests should be noted in the client's medical record and not filed away until action is completed. Where hard copy medical records are sent to clients or third parties, copies are forwarded not original documentation wherever possible. If originals are required copies are made in case of loss.

Where requests for access are refused the client or third party may seek access under relevant privacy laws. We only transfer or release client information to a third party once the consent to share information has been signed and in specific cases informed client consent has may be sought. 

[bookmark: _Toc297110731]6.4 Medical Record Systems 
All staff endeavour to keep the information in clients’ health records up-to-date and where possible, data is entered using accepted coding or drop down selections rather than free text to assist with audits and chronic disease registers. Care is taken when entering sound alike or look alike medicines, particularly when using the “drop down” boxes in electronic prescribing programs. 

Medical records are essential to provide evidence of all services billed under the Medical Benefits Schedule (Medicare) and the continuing care of our clients.  The contents are confidential and covered by privacy legislation. Doctors and staff have a responsibility to maintain the confidentiality of every medical record, which is each client’s right.

The Centre team can describe how we correctly identify our clients using three client identifiers, name, date of birth, address or gender to ascertain we have the correct client record before entering or actioning anything from a record. We use Pracsoft software for the storage and management of client health information.

On accepting a new client relevant details are entered into the  Pracsoft database.

Computerised client records are only accessed by authorised doctors and staff via secure login/password. 
.
Paper based diagnostic test results and other incoming client correspondence must be dated and passed on to the client’s treating doctor. Once the doctor has actioned and initialled the document it will be scanned and securely stored. If results are received electronically they will be checked by the doctor and the appropriate action box marked.

Original copies are retained for 6 months and then shredded.

Corrections in the electronic record should be recorded by referring to the date of the original entry and the associated amendment.

	HEALTH RECORD INFORMATION

	the clients full name, DOB, address and gender (or additional information to assist with correct client identification). 
where appropriate client contact and demographic information. 
medical history.
clearly visible documentation of any allergies. 
a health summary. 
an updated problem list
progress or consultation 
clinical correspondence including referrals, X-rays.
documentation of telephone calls, home and hospital visits and after hour’s communication and visits.
other relevant information such as Work Cover or insurance information or legal reports.

	The active client health records also demonstrate that the Centre routinely records: 
· Aboriginal and Torres Strait Islander status.
· the person the client wishes to be contacted in an emergency (Not necessarily the next of kin).
· and that we are working towards recording the cultural backgrounds of all our clients.
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6.5 	Allergies and Alerts
 Alert notification may be required for allergic responses, drug reactions, and previous aggressive behaviour or guardianship/custody arrangements.

To ensure that all clients have their allergic status recorded especially any allergies to medications to facilitate safer prescribing, information is recorded on their medical records. In computer based records “no known allergies” is recorded in the absence of any allergies to note. 

[bookmark: _Toc297110738]6.6	Retention of Records and Archiving
Paper based client records that are no longer current but are required by legislation to be kept, are filed alphabetically in the secure filing cabinet in the Manager’s office. Electronic records are filed according to name, date of birth and address. 

Client Health Records must be kept until the client is 25 years of age, if a child, or a minimum of 7 years following the last year of the client’s attendance, whichever is greater. 

This Centre retains paper medical records for a minimum of (7-25) years.  Inactive electronic client records are retained indefinitely or as stipulated by the relevant national, state or territory legislation. 

Client account records are also retained for a minimum of 7 years. 

Records of drugs of addiction stock and administration must be retained for a minimum of 3 years.

Sterilisation cycle records and evidence of vaccine fridge temperature monitoring are retained as per client health records.

Where our clients have chronic conditions or genetic diseases their records are kept for the duration of the client attending our Centre.

Records of clients that have been sought for legal purposes are retained for (7) years.

Records of deceased clients are kept for (7) years following the year of death.

Outdated  paper based test results that no longer have Clinical  relevance are removed to assist with storage.  This is done in in compliance with state legislation.

The Centre has a process in place to allow for the timely identification of information to be removed, stored, shredded or archived and to enable timely retrieval of paper based client health records.
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